Pandemic Flu – Work From Home Preparedness

OVERVIEW

· This handout is intended to provide sample insights for incorporation into pandemic flu response planning

· Each business has unique requirements and should individually assess the applicability of a work-from-home strategy 
JOB CLASSIFICATIONS & ELIGIBILITY

· Not all jobs are eligible for “work from home” capability.  Most home-based capabilities depend upon telecommuting as the method of remotely performing business tasks.  

· Certain jobs, which might include centralized computer/network operations, call centers, couriers or those including physical onsite activities are often minimally eligible for telecommuting.  Call routing is a key contributing factor for call-centers.

· It is important that Human Resources (HR) work with internal management to categorize those eligible and the business/employee risks associated with those jobs which cannot be performed remotely (with limited human interaction).

ACCESS METHODS, SECURITY & EQUIPMENT NEEDS

· Internet-based VPN and dial-up connectivity is most prevalent form of access.   Companies looking to support a work-from-home approach should evaluate their method of access and number of concurrent users supported.  Critical employee functions may warrant direct ISDN or leased-line circuit connectivity which bypasses the public infrastructure.

· Education & processes may be necessary to facilitate capacity sharing of “VPN port” or ingress bandwidth.  For example, training on how to log in, synchronize e-mail, log off & then work offline might be a viable way to extend capacity.  Another area might leverage global reach or necessitate time shifts to spread utilization across a broader time span.

· Equipment needs must also be assessed, along with identifying if the company is to provide laptop computers for access or if employee home computers may be used.  This often impacts supportability and may be a function of specific company-required software packages.  Some software packages may also require newer computer systems than many personnel may own, planning and evaluation is required to determine the effectiveness of home user systems.

· Security considerations are important and may preclude certain remote access or job functions to be performed for compliance/regulatory reasons (SOX, HIPAA, DoD).  If allowing home devices to access company infrastructure, Security exposures must be thoroughly evaluated from both company sensitive data and risk of virus/worm propagation.

CAPACITY & INFRASTRUCTURE AWARENESS

· Impact to the Internet during widespread and extended home-based access is not readily understood.

· Cell phones have become critical communication methods and companies will frequently leverage a single provider for the bulk of their business connectivity.  Understanding how this connectivity plays into a pandemic scenario is something that should be assessed.

· Companies should understand their telecommunications dependencies and impact of internet, cell & phone system outages during a pandemic outbreak.  Standard Business Continuity practices should be followed to assess capacity and risk factors. 
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